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Cognex acknowledges and fully supports the European Union’s commitment to strengthening 
the cyber resilience of hardware and software products with digital elements available in the 
EU market, as set forth by the EU Cyber Resilience Act (CRA).  
 
The CRA entered into force on December 10, 2024. Its main cybersecurity requirements will 
become applicable on December 11, 2027, while obligations to report actively exploited 
vulnerabilities and severe incidents will begin on September 11, 2026.  
 
To ensure timely and robust compliance, Cognex is reviewing the cybersecurity requirements 
outlined in EU CRA 2024/2847. We are proactively conducting regular risk assessments, 
updating our incident response protocols, and providing ongoing cybersecurity training for our 
staff. These actions are part of a comprehensive strategy to meet the CRA’s obligations and to 
safeguard our customers and stakeholders.  
 
Cognex remains committed to strengthening our cybersecurity posture across our information 
security management systems, products, and services, in alignment with internationally 
recognized standards and frameworks. Some of our achievements include: 

• ISO/IEC 27001:2022 certified since 2024 

• Completed Trusted Information Security Assessment Exchange (TISAX) security 
label assessment in 2025 

• Established a comprehensive Secure Software Development Lifecycle 
Management Program aligned with IEC 62443-4-1 requirements 

• Enhancing product security features in accordance with IEC 62443-4-2 
requirements 

Cognex remains dedicated to continuous improvement and will continue to highlight relevant 
industry certifications and security programs in our future communications, reaffirming our 
commitment to supporting our EU customers and upholding the highest standards of 
cybersecurity. Visit our Trust Center for the latest updates. 
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